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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 167824 
ORIGIN OC-06 

INFO OCT-01 EUR- 12 10-13 ISO-OO CCO-OO SY-05 /037 R 

DRAFTED BY OC/S:WPCAMUTI:RMJ 

APPROVED BY A/OC:WENAEHER 

OC/S:LJCORRERI 

SY/FO:AHANREHAN 

IO/EX:AKANE 

A/OC-EUR:DESEDLACEK 

118221 191854Z/45 

R 191620Z JUL77 
FM SECSTATE WASHDC 
TO USMISSION GENEVA 
INFO AMEMBASSY BONN 

CONFIDENTIAL STATE 167824 

BONN FOR RCO 

E.O. 11652: XGDS-2 

TAGS: AFAC, ASEC 

SUBJECT: OFFICE EQUIPMENT TEMPEST/EMSEC HAZARDS 

REF: (A) STATE A-1518, (B) STATE A-2142, (C) GENEVA OM 
26 APRIL 77 

1 . BOTH THE IBM MEMORY MODEL 82M AND REDACTRON MODEL MT II 
ARE NOT APPROVED FOR CLASSIFIED PROCESSING. 

2. REQUEST RSO CONSIDER THE ABOVE MODELS AS CATEGORY II 
EQUIPMENT AND TAKE APPROPRIATE ACTION. 

3. THERE ARE SEVERAL PROBLEMS ASSOCIATED WITH USE OF 
WORD PROCESSORS USED FOR CLASSIFIED INFORMATION - SOME OF 
CONFIDENTIAL 

CONFIDENTIAL 

PAGE 02 STATE 167824 

WHICH ARE: 

(A) THERE ARE NO MACHINES THAT MEET STATE CONTROL ZONE 
REQUIREMENTS. 

(B) THERE ARE NO CLEARED TECHNICIANS TO SERVICE AND MAIN- 
TAIN THIS EQUIPMENT. 
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(C) LOGISTICS HAVE NOT BEEN ESTABLISHED TO SUPPORT THESE 
MACHINES. 

4. ALL OF THESE PROBLEMS ARE BEING ADDRESSED WITHIN THE 
DEPARTMENT AT THE DEPUTY ASSISTANT AND ASSISTANT SECRETARY 
LEVEL. AN APPROPRIATE PROGRAM IS BEING FORMULATED. VANCE 


CONFIDENTIAL 


NNN 
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